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Subject Code
IT - Information Technology

Course Number:
2750

Title:
Scripting Fundamentals for Cybersecurity

Catalog Description:

Introduction to concepts important for popular cybersecurity scripting languages, including basic data types, control structures,
regular expressions, input/output, and textual analysis. One or more common scripting languages relevant to the field of cybersecurity
will be utilized in the course.

Credit Hour(s):
3

Lecture Hour(s):
2

Lab Hour(s):

2

Requisites

Prerequisite and Corequisite
IT-1025 Information Technology Concepts for Programmers or MET-1120 Computer Applications and Programming

Outcomes
Course Outcome(s):

Script using language(s) appropriate for modern cybersecurity applications including basic data types, control structures, regular
expressions, input/output, and textual analysis.

Objective(s):

1. Identify and explain common problem solving strategies applied to cybersecurity scripting.
2. Develop secure scripts using current languages and tools.

3. Comprehend and explain simple cryptographic algorithms.

4. Use algorithms to store, process and analyze internal and external data.

5. Apply scripting techniques to process images.

6. Use visualization as a means of displaying patterns.

7. Use brute force pattern matching techniques for cryptanalysis.

Methods of Evaluation:

Evaluation can include any combination of the following:
1. Assignments

2. Quizzes

3. Exams

4. Lab Assignments
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5. Projects
6. Reports
7. Oral Evaluations

Course Content Outline:

1.

8.

Common problem solving strategies applied to cybersecurity scripting.
a. Problem solving strategy of simplification as it applies to cybersecurity scripting.

b. Problem solving strategy of generalization as it applies to cybersecurity scripting.
c. Problem solving strategy of representation as it applies to cybersecurity scripting.

. Secure scriptings using current languages and tools.

a. Basic object-oriented concepts including classes, properties, methods, constructors, instances, and abstraction.
b. Programming structures such as sequence, selection, and repetition.
c. Value of program comments.

. Simple cryptographic algorithms.

a. Control logic and string processing methods.
b. Message encoding using a variety of cipher techniques.

. Algorithms to store, process and analyze internal and external data.

a. Sort, manipulate, store, and retrieve data using a variety of list methods.
b. Data spread and limits using central tendency, dispersion, and frequency distribution.

. Scripting techniques to process images.

a. Pixel-based image processing.

b. Tuples and their use.

c. Image processing algorithms.

d. Explain passing functions as parameters.

. Visualization as a means of displaying patterns.

a. Data mining to find patterns for visualizations.
b. Cluster analysis as an example of data visualization.

. Brute force pattern matching techniques for cryptanalysis.

a. Cryptanalysis.
b. Brute force solutions.
Brute force pattern matching algorithm using regular expressions.

Religious Accommodation

Before reviewing the course schedule, students should carefully review the following religious accommodation policy and other
required instructional policies:

Religious Accommodation:

Students seeking an accommodation for absences permitted under Ohio's Testing Your Faith Act must provide the instructor

with written notice of the specific dates for which the student requires an accommodation and must do so not later than fourteen
(14) days after the first day of instruction. Please submit requests for accommodations at this link: https://portal2.tri-c.edu/
ReligiousAccommodation/ Religious Accommodation Form. Students with questions about their religious accommodations under
Ohio's Testing Your Faith Act may contact the College's Office of General Counsel and Legal Services by phone at 216.987.4856 or via
email at legal@tri-c.edu.

Other Required Instructional Policies:

https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf

Weekly Schedule

Topics

Week 1 Python Basics
Week 2 Command Line and IDE
Week 3 Python Operators and Syntax

Week 4 Python Scripts and Use in Cybersecurity Contexts

Week 5 Managing Flow Control

Week 6 Designing Functions

Week 7 Password Generation using Flow Control and Functions
Week 8 Using Lists


https://portal2.tri-c.edu/ReligiousAccommodation/
https://portal2.tri-c.edu/ReligiousAccommodation/
https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf
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Week 9 Using Dictionaries

Week 10  Password Cracking using Lists and Dictionaries
Week 11 Working with Strings

Week 12 Cryptanalysis using Strings

Week 13 Log Parsing using Regular Expressions

Week 14 File Handling

Week 15  Filesystem Forensics using File Handling

Week 16  Building Multi-part Cybersecurity Tooling in Python

The Course Schedule is subject to change due to pedagogical needs, instructor discretion, parts of term, and unexpected events.

Required/Recommended Readings
+ Automate the Boring Stuff, Al Sweigart.
« Introduction to Python, Cengage.

Resources for the Instructor
Miller, B. & Ranum, D. (2016) Introduction to Scripting, Burlington, MA: Jones & Bartlett Learning.
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Guttag, J. (2016) Introduction to Computation and Programming Using Python: With Application to Understanding Data, Cambridge: The
MIT Press.

Sinha, S. (2017) Beginning Ethical Hacking with Python, New York: Apress.

Jones, D. & Hicks, J. (2016) Learn Windows PowerShell in a Month of Lunches, Greenwich, CT: Manning Publications.
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