
IT-2710: Advanced Topics in Network Security 1

IT-2710: ADVANCED TOPICS IN NETWORK SECURITY
Cuyahoga Community College
Viewing: IT-2710 : Advanced Topics in Network Security
Board of Trustees:
June 2022 

Academic Term:
Spring 2026 

Subject Code
IT - Information Technology 

Course Number:
2710 

Title:
Advanced Topics in Network Security 

Catalog Description:
Capstone course. Provides in-depth understanding of network security principles and the tools and configurations needed to secure a 
network. 

Credit Hour(s):
3 

Lecture Hour(s):
2 
Lab Hour(s):
2 

Requisites
Prerequisite and Corequisite
ITNT-2370 Network Security Fundamentals. 

Outcomes
Course Outcome(s):
Apply knowledge of advanced network security principles to mitigate security threats to network by utilizing secure design, 
management, and reporting. 

Objective(s):
1. Describe the security threats facing modern network infrastructures 
2. Implement Authentication, Authorization, and Accounting (AAA). 
3. Mitigate threats to networks using Access Controls. 
4. Demonstrate methods used to Implement secure network design, management, and reporting.

Course Outcome(s):
Utilize the tools and understand the configurations necessary to secure a network. 

Objective(s):
1. Implement Authentication, Authorization, and Accounting (AAA). 
2. Mitigate threats to networks using Access Controls. 
3. Demonstrate methods used to implement secure network design, management, and reporting. 
4. Mitigate common attacks. 
5. Explain the Incident Response Process. 
6. Discuss organizational compliance and assessment related to security.
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Methods of Evaluation:
Evaluation can include any combination of the following:
1. Assignments
2. Quizzes
3. Exams
4. Discussions
5. Lab Assignments
6. Projects
7. Reports
8. Oral Evaluations

Course Content Outline:
1. Security threats facing modern network infrastructures

a. Network security principles
b. Types of threats and attacks
c. Current tools and procedures to mitigate the effects of malware and common network attacks
d. Vulnerability management

2.  Secure Network Devices
a. Configuration of secure administrative access
b. Assignment of administrative roles
c. Secure management and monitoring of network devices

3.  Authentication, Authorization, and Accounting (AAA)
a. AAA to secure a network
b. Local AAA authentication 
c. Server-based AAA authentication
d. Proactive threat hunting
e. Automation concepts and technology 

4. Mitigating threats to networks
a. Use of Access Controls to mitigate threats to networks
b. Use of firewall to mitigate network attacks

5. Secure network design, management, and reporting
a. Principles of secure network design
b. Implementation of a comprehensive security policy
c. Techniques and tools used for network security testing
d. Principles of business continuity planning and disaster recovery
e. Comprehensive security policy

i. Functions
ii. Goals

iii. Role
iv. Structure

6. Incident response
a. Communication plan
b. Preparation
c. Detection analysis
d. Containment
e. Eradication and recovery
f. Post-incident activities

7. Compliance and assessment 
a. Data privacy and protection
b. Risk mitigation
c. Frameworks
d. Policies and procedures
e. Controls

Religious Accommodation
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Before reviewing the course schedule, students should carefully review the following religious accommodation policy and other 
required instructional policies:

Religious Accommodation:

Students seeking an accommodation for absences permitted under Ohio's Testing Your Faith Act must provide the instructor 
with written notice of the specific dates for which the student requires an accommodation and must do so not later than fourteen 
(14) days after the first day of instruction. Please submit requests for accommodations at this link: https://portal2.tri-c.edu/
ReligiousAccommodation/ Religious Accommodation Form. Students with questions about their religious accommodations under 
Ohio's Testing Your Faith Act may contact the College's Office of General Counsel and Legal Services by phone at 216.987.4856 or via 
email at legal@tri-c.edu.

Other Required Instructional Policies:

https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf

Weekly Schedule

  Topics
Week 1 Understanding Infrastructure and Architecture
Week 2 Operating System and Coding Fundamentals
Week 3 Threat Actors, Attack Types, and Vulnerabilities
Week 4 IAM, Encryption, Coding Security, Networking
Week 5 Indicators of Attack in Networks, Endpoints, and Applications
Week 6 Indicators of Compromise and Techniques for IOC Investigation and Analysis
Week 7 Threat Intelligence and Threat Hunting 
Week 8 Security Operation Improvements and Process Optimization
Week 9 Vulnerability Scanning and Tooling
Week 10 Using Vulnerability Scans and Vulnerability Management
Week 11 Vulnerability Identification, Response, Awareness and Communication
Week 12 Incident Response Frameworks and Management
Week 13 Incident Response Activity Phase Implementation (Detection, Analysis, and Containment)
Week 14 Incident Response Activity Phase Implementation (Eradication, Recovery, and Post-Incident Management)
Week 15 Data Protection
Week 16 CySA+ Cumulative Preparation

The Course Schedule is subject to change due to pedagogical needs, instructor discretion, parts of term, and unexpected events.

Required/Recommended Readings
Readings will be from one of the below recommended textbooks, as selected by the individual instructors

• CyberDefense Pro - English 2.0- CompTIA/TestOut
• CompTIA CySA+ Guide to Cybersecurity Analysis, by Mark Ciampa. Cengage Learning.

Resources for the Instructor
Ciampa, M. (2022) CompTIA CySA+ guide to cybersecurity analyst, Boston: Cengage.

Stewart, J. & Kinsey, D. (2022) Network security, firewalls, and VPNs, Burlington, MA: Jones & Bartlett Learning.

Ciampa, M. (2022) CompTIA Security+ guide to network security fundamentals, Boston: Cengage.

Weaver, R. & Farwood, D. (2014) Guide to network defense and countermeasures, Boston: Cengage.

https://portal2.tri-c.edu/ReligiousAccommodation/
https://portal2.tri-c.edu/ReligiousAccommodation/
https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf
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