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2370 

Title:
Network Security Fundamentals 

Catalog Description:
This course provides a foundational overview of network security principles and practices, including cryptography, security protocols, 
firewalls, intrusion detection/prevention systems, and malware analysis. It integrates Artificial Intelligence (AI) techniques such as 
machine learning and deep learning for anomaly detection, threat prediction, and automated security response. Students will explore 
both traditional and AI-driven approaches to securing networks, while also covering essential topics like authentication, remote 
access, security architectures, forensics, and disaster recovery. The course also supports preparation for the CompTIA Security+ 
certification. 

Credit Hour(s):
3 

Lecture Hour(s):
2 
Lab Hour(s):
2 

Requisites
Prerequisite and Corequisite
ITNT-2300 Networking Fundamentals. 

Outcomes
Course Outcome(s):
Assess, design, implement, and maintain basic network security policies and practices to secure a network. 

Objective(s):
1. Describe computer forensics approaches and select when to use them, including the role of AI in accelerating forensic 

investigations.
2. Explain various network security terms and concepts, including emerging AI-powered security technologies.
3. Explain the importance of applicable regulations, standards, or frameworks that impact organizational security posture, including 

those related to AI-based systems.
4. Explain the security implications of embedded and specialized systems, including vulnerabilities introduced by AI components.
5. Define the need for network security and how to implement it using both traditional and AI-enhanced methods.
6. Analyze and compare hardware and software used to implement network security, including AI-based tools and platforms.
7. Analyze potential indicators to determine the type of attack, when given a scenario, and assess how AI models can automate or 

augment this process.
8. Relate how to set up and operate a secure network, incorporating AI-driven monitoring and threat response solutions.
9. Diagram and differentiate common network security architectures, including those with integrated AI-based threat detection or 

adaptive control mechanisms.
10. Explain privacy and sensitive data concepts in relation to security, including the ethical and privacy considerations of AI-driven 

surveillance and analysis.
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11. Explain network security threats and countermeasures for the wired and wireless network environment, including the use of AI for 
anomaly detection and response.

12. Evaluate the need for security policies based on given scenarios, including policies for managing AI and automated decision-
making in cybersecurity.

13. Create and critique disaster recovery plans that incorporate AI tools for faster threat detection, data recovery, and response 
automation.

14. Explain the importance of policies to organizational security, including those addressing AI governance and risk management.
15. Explain the importance of security concepts in an enterprise environment, including the adoption of AI for scalable and adaptive 

security solutions.
16. Utilize appropriate data sources to support an investigation, when given an incident, and assess how AI can analyze and correlate 

data more efficiently.

Methods of Evaluation:
1. Exams
2. Discussion
3. Research paper/report
4. Presentation
5. Activities/labs
6. Quizzes
7. Scenario evaluations

Course Content Outline:
1. Introduction to Security

a. Challenges of Securing Information
i. Today’s Security Attacks

ii. Difficulties in Defending Against Attacks
iii. Overview of how AI enhances threat detection and response

b. What is Information Security
i. Defining Information Security

ii. Information Security Terminology
iii. Attacker Examples (Cybercriminals, Hacktivists, etc.)
iv. Introduction to AI-based attacker profiling and threat intelligence

c. Attacks and Defenses
i. Attack Steps

ii. Attack Defenses
iii. : Role of machine learning in predicting attack patterns and developing adaptive defenses

2. Malware and Social Engineering Attacks
a. Malware Types and Behaviors

• Circulation, Concealment, Payload
1. Social Engineering

• Psychological and Physical Approaches
2. AI-based malware classification and phishing detection using NLP

3. Application and Networking-Based Attacks
a. Application Attacks

• Web, Client-Side, Buffer Overflow
1. Networking Attacks

• DoS, Poisoning, Interception
2. AI for detecting zero-day exploits and abnormal traffic patterns

4. Host, Application, and Data Security
a. Securing Hosts & Static Environments

i. Application Security
ii. Data Security

iii. AI in endpoint protection and data loss prevention (DLP)
5. Basic Cryptography
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a. Cryptography Defined
i. Cryptographic Concepts and Algorithms

ii. Software & Hardware Encryption
iii. Intro to AI in cryptanalysis and protocol vulnerability testing

i.  
6. Advanced Cryptography

a. Intro to AI in cryptanalysis and protocol vulnerability testing Cryptographic Transport Protocols (SSL/TLS, IPsec)
i. Secure Sockets Layer (SSL)

ii. Transport Layer Security (TLS)
iii. Secure Shell (SSH)
iv. Hypertext Transport Protocol Secure (HTTPS)
v. IP Security (IPsec)

vi. Other appropriate Protocols
vii. AI for anomaly detection in encrypted traffic and key misuse

1.  
7. Network Security Fundamentals

a. Security Through Network Devices Technologies, and Design
• DMZ, VLANs, NAT, NAC

1. Demilitarized Zone (DMZ)
2. Virtual LANs (VLANs)
3. Network Address Translation (NAT)
4. Network Access Control (NAC)
5. Remote Access
6. AI-driven network segmentation, behavior-based access control

8. Administering a Secure Network
a. Common Network Protocols

i. Internet Control Message Protocol (ICMP)
ii. Simple Network Management Protocol (SNMP)

iii. Domain Name System (DNS)
iv. File Transfer Protocols
v. Storage Protocols

vi. NetBIOS
vii. Telnet

viii. IPv6
ix. Network Administration Principles
x. Securing Network Applications and Platforms (Cloud, Virtualization)

xi. AI in log analysis, automated policy enforcement, and anomaly detection in cloud environments
9. Wireless Network Security

a. Wireless Attacks
i. Bluetooth Attacks

ii. Near Field Communication (NFC) Attacks
iii. Wireless Local Area Network (WLAN) Attacks

b. Vulnerabilities of IEEE Wireless Security
i. Wired Equivalent Privacy (WEP)

ii. Wi-FiProtected Setup (WPS)
iii. MAC Address Filtering
iv. Disabling SSID Broadcasts
v. Other vulnerabilities as appropriate

c. Wireless Security Solutions
i. Wi-Fi Protected Access (WPA)

ii. Wi-Fi Protected Access 2 (WPA2)
iii. Additional Wireless Security Protections
iv. AI-based intrusion detection for wireless networks

10. Mobile Device Security
a. Types of Mobile Devices
b. Mobile Device Risks

i. Limited Physical Security
ii. Connecting to Public Networks

iii. Location Tracking
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iv. Installing Unsecured Applications
v. Accessing Untrusted Content

vi. Bring Your Own Device (BYOD) Risks
c. Securing Mobile Devices

i. Device Setup
ii. Device and App Management

iii. Device Loss or Theft
iv. Mobile Device App Security
v. BYOD Security

vi. AI for detecting malicious mobile apps and behavioral analysis
11. Access Control Fundamentals

a. Access Control Defined
i. Access Control Terminology

ii. Access Control Models
iii. Best Practices for Access Control

b. Implementing Access Control
i. Access Control Lists (ACLs)

ii. Group Policies
iii. Account Restrictions

c. Authentication Services
i. RADIUS

ii. Kerberos
iii. Terminal Access Control Access Control System (TACACS)
iv. Lightweight Directory Access Protocol (LDAP)
v. Security Assertion Markup Language (SAML)

vi. Adaptive access control using AI for behavior-based authentication
12. Authentication and Account Management

a. Authentication Credentials
i. What You Know

ii. What You Have
iii. What You Are
iv. What You Do
v. Where You Are

b. Single Sign-On
i. Appropriate Examples which may include; Microsoft Account, Open ID, Open Authorization (OAuth)

ii. Or Other Examples
iii. Account Management
iv. AI-enhanced identity verification and continuous authentication

13. Business Continuity 
a. Business Continuity Defined
b. Disaster Recovery

i. Disaster Recovery Plan (DRP)
ii. Redundancy and Fault Tolerance

iii. Data Backups
c. Environmental Controls

i. Fire Suppression
ii. Electromagnetic Interference (EMI) Shielding

iii. HVAC
d. Incident Response

i. Forensics
ii. Incident Response Procedures

iii. AI for real-time threat correlation and automated incident response
14. Risk Mitigation

a. Controlling Risk
i. Privilege Management

ii. Change Management
iii. Incident Management
iv. Risk Calculation

b. Reducing Risk Through Policies
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i. Security Policy Defined
ii. Balancing Trust and Control

iii. Designing a Security Policy
iv. Security Policy Types

c. Awareness and Training
i. Compliance

ii. User Practices
iii. Threat Awareness Training Techniques
iv. AI for risk scoring, predictive threat modeling, and intelligent training simulations

15. Vulnerability Assessment
a. Assessing Vulnerabilities

i. Vulnerability Assessment Defined
ii. Assessment Techniques

iii. Assessment Tools
b. Vulnerability Scanning Vs. Penetration Testing

i. Vulnerability Scanning
ii. Penetration Testing

iii. Third-Party Integration
iv. AI-based vulnerability prioritization and automated scanning tools

16. Mitigating and Deterring Attacks
a. Selecting & Configuring Controls

i. Hardening Systems
ii. Reporting

iii. AI-driven response orchestration and predictive security analytics

Religious Accommodation

Before reviewing the course schedule, students should carefully review the following religious accommodation policy and other 
required instructional policies:

Religious Accommodation:

Students seeking an accommodation for absences permitted under Ohio's Testing Your Faith Act must provide the instructor 
with written notice of the specific dates for which the student requires an accommodation and must do so not later than fourteen 
(14) days after the first day of instruction. Please submit requests for accommodations at this link: https://portal2.tri-c.edu/
ReligiousAccommodation/ Religious Accommodation Form. Students with questions about their religious accommodations under 
Ohio's Testing Your Faith Act may contact the College's Office of General Counsel and Legal Services by phone at 216.987.4856 or via 
email at legal@tri-c.edu.

Other Required Instructional Policies:

https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf

Weekly Schedule

  Topics
Week 1 Course Introduction and Network Security Fundamentals

Week 2 Identity and Access Management
Week 3 Network Architecture
Week 4 Vulnerability Management
Week 5 Resiliency and Site Security
Week 6 Vulnerability Management
Week 7 Network and Endpoint Security
Week 8 Protocol, App, Cloud Security
Week 9 Security Governance Concepts
Week 10 Risk Management Processes
Week 11 Data Protection and Compliance
Week 12 Vulnerability Assessments
Week 13 System and Network Architecture

https://portal2.tri-c.edu/ReligiousAccommodation/
https://portal2.tri-c.edu/ReligiousAccommodation/
https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf
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Week 14 Analyze Vulnerabilities
Week 15 System Hacking
Week 16 Social Engineering and Physical Security 

Final Exam 

The Course Schedule is subject to change due to pedagogical needs, instructor discretion, parts of term, and unexpected events.

Required/Recommended Readings
Readings may be selected from the following supplemental resources:

• Security Pro - English 8.0- CompTIA/TestOut
• Dulaney, E., & Chuck, E. CompTIA Security+ Study Guide: Exam SY0-601.

Resources for the Instructor
Dulaney, Emmett. CompTIA Security+ Certification Kit: Exam SY0-601. 6th ed. Wiley/Sybex, 2021.

Dulaney, Emmett and Chuck Esttomm. CompTIA Security+ Study Guide: Exam SY0-601. 8th ed. Wiley/Sybex, 2021.

Ciampa, Mark. CompTIA Security+ Guide to Network Security Fundamentals. 7th ed. Cengage Learning, 2020.

Ciampa, Mark. Security+ Guide to Networking Security Fundamentals. 6th. ed. Boston, MA: Thomson Learning/Course Technology, 2017.

Kim, David and Micheal G. Solomon. Fundamentals of Information Systems Security. 4th ed. Sudbury, MA: Jones & Bartlett 
Learning, 2021.

Perez, Andre. Network Security. 1st Edition. Wiley ISTE, 2014. 

Whitman, Michael and Herbert J. Mattord, Dave Mackey, Andrew Green. Guide to Network Security. 1st. Boston MA: Cengage Learning, 
2013. 

EC-Council. Network Defense: Security and Vulnerability Assessment. 1st Edition. Boston, MA: Cengage Learning, 2011. 

Mark Ciampa. CompTIA Security+ Guide to Network Security Fundamentals. 7th Edition. Cengage Learning, 2020. December 16.

Kim, David, and Michael G. Solomon. Fundamentals of Information Systems Security. 4th ed. Sudbury, MA: Jones & Bartlett 
Learning, 2021.

Sommer, Robin, and Vern Paxson. Outside the Closed World: On Using Machine Learning for Network Intrusion Detection.” IEEE Symposium 
on Security and Privacy. 2010.

Bhuyan, Monowar H., et al. Network Anomaly Detection: Methods, Systems, and Tools.” IEEE Communications Surveys & Tutorials, vol. 16, 
no. 1. 2014, pp. 303–336.
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Chio, Clarence, and David Freeman. Machine Learning and Security: Protecting Systems with Data and Algorithms.. 1st ed. O’Reilly 
Media, 2022.

Additional Resources for the Instructor
www.Microsoft.com
www.CompTIA.com
www.CERT.org
www.SANS.org
www.FBI.gov
www.DHS.gov
https://ai.google/security/
https://openai.com/research
https://arxiv.org/list/cs.CR/recent
https://attack.mitre.org/
https://security.microsoft.com
MITRE ATT&CK + AI (https://attack.mitre.org/)

• Framework combining threat modeling and AI-based detection techniques.
IBM Security Learning Academy – AI in Cybersecurity Modules
(https://www.securitylearningacademy.com/)

• Offers hands-on tutorials on integrating AI into security operations

Instructional Services
OAN Number:
Transfer Assurance Guide OIT005 

CTAN Number:
Career Technical Assurance Guide CTIT015, CTCYBR001, and Industry-Recognized Transfer Assurance Guide ITITS015 
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