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Examine the role of those tasked with protecting assets, including critical infrastructure identified by the Department of Homeland
Security and other public and private property.

Credit Hour(s):
2

Lecture Hour(s):
2

Requisites

Prerequisite and Corequisite
CJ-1000 Introduction to Criminal Justice or departmental approval: prior equivalent experience.

Outcomes
Course Outcome(s):

Evaluate the threats that exist to both large and small physical structures and be able to conceptually implement various safety
measures to protect them.

Objective(s):

1. Identify the three goals of physical security.

2. Discuss three factors to consider when conducting a risk analysis survey.
3. Discuss techniques for protecting national landmarks and large buildings.
4. Describe new technologies to secure large buildings.

5. Discuss security for smaller buildings.

Course Outcome(s):
Apply knowledge of workplace violence to recommend appropriate measures for decreasing the threat of violence in the workplace.

Objective(s):

1. Discuss the causes of workplace violence and its warning signs.

2. Explain what programs can be developed to decrease the threat of violence in the workplace.

3. Describe steps that need to be taken by a manager when responding to any outbreak of violence in the workplace.
4. Identify the legal concept for pre-employment background screening.

Course Outcome(s):
Utilize appropriate methods for protecting proprietary information.
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Objective(s):

1. Explain four types of proprietary information and the methods for their protection.

2. Discuss threats posed by foreign countries and domestic competitors to a company’s trade secrets and other valuable
information.

3. Examine methods for protecting a company'’s trade secrets and other valuable information from foreign and domestic competitors.

4. List the concerns of a business crime prevention program.

Course Outcome(s):
Evaluate threats and vulnerabilities of individual private clients and public officials.

Objective(s):

1. Profile individuals who may pose a threat to individual clients.

2. Evaluate vulnerabilities and exposures of individual clients.

3. Discuss and analyze problem-solving approaches to threatening situations, such as hostage takings.

4. Profile potential threats to the lives of public officials.

5. Discuss measures that need to be taken to protect the President and other high-ranking government officials against
assassination threats.

6. Discuss legal considerations in the use of force.

Methods of Evaluation:

1. Participation

2. Midterm and final examinations
3. Term project

Course Content Outline:

1. Protective service profession evolution
a. Private v. Public
b. Internal controls
c. External threats and special problems

2. Building/physical structure security
a. Goals

b. Risk analysis factors
c. National landmarks security
d. large building security

3. Security vulnerability assessment
a. Electronic aids in security

b. Auditory Sensors
c. Pressure Sensors
d. Iris Scanners

e. Body Scanners

4. Workplace violence
a. Causes

b. Warning signs

c. Programs to decrease workplace violence
d. Responding to workplace violence

e. Pre-employment background screening

5. Protecting proprietary information
a. Types of proprietary information

b. Methods for securing

c. Threats from foreign countries

d. Threats from domestic competitors

e. Business crime prevention program
6. Security and society
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a. Department of Homeland Security
b. Transportation Security Administration
c. U.S. Department of Energy

7. Threat identification and assessment
a. Ohio Emergency Management Agency

b. Federal Emergency Management Response
c. National Response Plan
d. Department of Defense

8. Risk assessment
a. Intelligence Gathering

b. Asset procuring
c. Deployment

9. Individual/Executive protection
a. Profiling threats

. Vulnerability assessment

. Advance Party

. Local Coordination

. Defend in Place

. Legal considerations to the use of force
. Escape
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Religious Accommodation

Before reviewing the course schedule, students should carefully review the following religious accommodation policy and other
required instructional policies:

Religious Accommodation:

Students seeking an accommodation for absences permitted under Ohio's Testing Your Faith Act must provide the instructor

with written notice of the specific dates for which the student requires an accommodation and must do so not later than fourteen
(14) days after the first day of instruction. Please submit requests for accommodations at this link: https://portal2.tri-c.edu/
ReligiousAccommodation/ Religious Accommodation Form. Students with questions about their religious accommodations under
Ohio's Testing Your Faith Act may contact the College’s Office of General Counsel and Legal Services by phone at 216.987.4856 or via
email at legal@tri-c.edu.

Other Required Instructional Policies:
https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf

Weekly Schedule

3

Topics
Week 1 Course Introduction
Week 2 Protective Service Profession Evolution

Week 3 Building/Physical Structure Security
Week 4 Building/Physical Structure Security cont.
Week 5 Security Vulnerability Assessment

Week 6 Security Vulnerability Assessment cont.
Week 7 Workplace Violence

Week 8 Workplace Violence cont.

Week 9 Protecting Proprietary Information

Week 10  Protecting Proprietary Information cont.
Week 11 Security and Society

Week 12 Threat Identification and Assessment
Week 13 Threat Identification and Assessment cont.
Week 14  Risk Assessment

Week 15  Risk Assessment cont.

Week 16  Final Examination


https://portal2.tri-c.edu/ReligiousAccommodation/
https://portal2.tri-c.edu/ReligiousAccommodation/
https://www.tri-c.edu/student-resources/curriculum/documents/syllabus-part-b.pdf
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The Course Schedule is subject to change due to pedagogical needs, instructor discretion, parts of term, and unexpected events.

Required/Recommended Readings
Security and Loss Prevention. Purpura.

Resources for the Instructor
Roper. Risk Management for Security Professionals. Butterworth-Heinemann Publishing, 1999.

Berger. Industrial Security. Butterworth-Heinemann Publishing, 1999.

Pupura. Security and Loss Prevention. Butterworth-Heinemann Publishing, 1998.

Fennelly. Effective Physical Security. Butterworth-Heinemann Publishing, 1998.

Hayes, Read. Retail Security and Loss Prevention. 2nd. Palgrave Macmillan, 2007.

ASIS International. Physical Security Principles. ASIS International, 2015.

Fennelly, Lawrence. Effective Physical Security. Butterworth-Heineman, 2013.

Cunningham, Grant. Prepping for Life: The Balanced Approach to Personal Security and Family Safety. Personal Security Institute LLC,
2017.

U.S. Department of Homeland Security. Critical Infrastructure http://www.dhs.gov/files/programs/critical.shtm). {ts '2012-05-27
00:00:007.

"Protection of Assets Manual"
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